How Attackers Exploit
Third-Party ldentity Workflows

Modern Cyberattack Tactics Series

CONTENTS

Executive Summary | The New Front Door: Exploiting Third-Party Identity
Workflows | The Structure of Third-Party Identity Attacks | The Three Tactical
Problems Defenders Face | Comprehensive Defense Starts with Identity Threat

Detection and Risk Mitigation | Where These Capabilities Meet the Attack Surface |
Conclusion

[»dataweb


https://www.iddataweb.com

Executive Summary

Attackers are increasingly bypassing traditional security controls by exploiting
identity workflows rather than software vulnerabilities. High-profile breaches
throughout 2025 demonstrated how social engineering, weak account
recovery processes, and third-party support providers can be leveraged to gain
legitimate access to enterprise systems, often without deploying malware.

These attacks expose a growing challenge: identity-critical decisions such

as password resets, MFA changes, and account recovery frequently rely on
verification methods that attackers can defeat using breached data, stolen
credentials, and sophisticated impersonation tactics. Once access is granted,
valid credentials enable rapid lateral movement across interconnected systems
and applications.

To counter this threat, organizations must move beyond point-in-time
authentication and adopt continuous identity risk evaluation across the
identity lifecycle. By combining device, network, telecom, behavioral, and
identity intelligence signals, organizations can detect impersonation attempts,
strengthen account recovery workflows, and apply consistent security controls
across all channels, including third-party service providers.

As attackers shift from breaking into systems to logging into them, identity has
become the new security perimeter.
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A major cryptocurrency
exchange disclosed that
attackers bribed overseas
support contractors to collect

customer data from internal
systems, estimating incident
costs in its SEC filing between

The New Front Door:
Exploiting Third-Party Identity Workflows

In April 2025, an attacker called a third-party operated IT help desk supporting a major British retailer,
impersonated an employee, answered standard knowledge-based authentication (KBA) questions, and
successfully obtained a password reset. The answers to the security questions were sourced from prior
breach data and publicly available information. After gaining account access, the attacker extracted
the Active Directory NTDS.dit file, moved laterally across the domain, and deployed DragonForce
ransomware across the retailer’s VMware ESXi infrastructure.

The consequences were severe. Online sales were disrupted for 46 days. The company reported £101.6
million in incident-related costs, while the UK’s Cyber Monitoring Centre estimated the total financial
impact at between £270 million and £440 million. %23

The attackers gained initial access without deploying malware. Instead, they walked through the front
door by satisfying a verification process designed for a threat model that assumed answers to identity
guestions were private knowledge. That assumption no longer reflects today’s threat landscape.
Infostealer logs, breached data sets, and identity-fraud-as-a-service marketplaces have made many of
these “secrets” readily available for purchase.

An organization’s identity security posture is only as strong as its weakest link. Organizations that rely

on third-party providers with weaker identity controls inherit the vulnerabilities of those providers. When

password resets and other identity-critical account actions are performed by an external help desk,

access decisions move beyond the organization’s security architecture, even though these decisions can

unlock critical infrastructure and sensitive systems.

[»dataweb

The resulting exposure is structural. Outsourcing an identity-critical workflow does not transfer risk to a
contractor. The organization continues to bear the consequences of whatever the weakest verification
step in that workflow permits.

Similar breaches occurred throughout 2025 when attackers targeted third-party support contractors. In
some cases, contractors, or employees engaged in remote work fraud or colluded with external threat
actors carrying out remote work fraud:

« A major cryptocurrency exchange disclosed that attackers bribed overseas support contractors to

collect customer data from internal systems, estimating incident costs between $180 million to $400
million in its SEC filing.*

« A large U.S. life insurer exposed data belonging to most of its 1.4 million customers after attackers
successfully socially engineered personnel from its third-party CRM provider.®

« Another large U.S. healthcare claims processor experienced weeks of operational disruption after
attackers used stolen credentials to access a remote-access portal that lacked MFA protections.®

These incidents illustrate the broader pattern. Attackers increasingly target identity workflows rather
than technical vulnerabilities. This paper examines the mechanics of these attacks and outlines an
identity threat detection and risk mitigation model designed to counter them.
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The Structure of Third-Party Identity Attacks

The attack pattern that compromised the British retailer is straightforward. The Cybersecurity and Infrastructure Security Agency’s (CISA)
advisory on Scattered Spider (AA23-320A) documents the playbook: impersonate an employee or IT staff member, contact the help desk,

and request a credential reset or MFA bypass. Because the required verification information is often available through breached data sets
and public sources, attackers can frequently satisfy traditional knowledge-based authentication requirements.’

What makes this attack pattern particularly dangerous is the ease with which valid credentials enable lateral movement. Once the attacker
gains access, they hold a trusted session within the target’s identity provider. In the retailer’s case, that access led directly to Active
Directory.

Across broader Scattered Spider campaigns reported throughout 2025, the progression was remarkably consistent. A single help desk
reset led to access to Microsoft Entra ID, SSO platforms, and virtual desktop infrastructure (VDI). From there, attackers expanded into
downstream Saa$S applications and business systems.?

The identity provider trusts the credential, and every federated system inherits that trust. As a result, a successful social engineering event
does not simply compromise one account. It can provide access to every application, data set, and resource available to that identity.

Attackers target third parties because those relationships create structural vulnerabilities that are difficult for organizations to govern
directly:

» Third-party help desks and support operations possess privileged identity authority, including password resets, MFA changes, and
account provisioning, while operating outside the organization’s security monitoring perimeter. As a result, social engineering often
occurs within a detection blind spot.

* Live agents make high-stakes identity decisions while operating under service-level metrics that prioritize speed and ticket resolution.
Their incentive is to resolve requests efficiently, not to conduct forensic-level scrutiny of every caller.

* Recovery and reset workflows frequently apply lower levels of identity assurance than the primary authentication they support. This
creates a security inversion in which the recovery path is weaker than the authentication process it is intended to protect.

» Third-party relationships establish trust boundaries that organizations do not directly govern. Application secrets, OAuth tokens,
federated SSO sessions, and provisioning APIs often remain active long after engagements end because deprovisioning processes are
incomplete or poorly automated.

» A single compromised third party can provide attackers with access to multiple organizations simultaneously. According to the Identity
Theft Resource Center, downstream entities affected by supply-chain attacks nearly doubled from 660 to 1,251 in 2025, while the number
of initial attacks remained relatively flat at 133 compared with 134 the previous year.®
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The Three Tactical Problems Defenders Face

In documented 2025 incidents, the time between help desk social engineering and the acquisition of domain
administrator privileges was approximately 40 minutes. Mandiant’s M-Trends 2026 report found that the median hand-
off time between an initial access broker and the secondary threat actor responsible for ransomware deployment or data
theft had fallen to just 22 seconds.?

The response window available for defenders has compressed dramatically. Any detection architecture that depends on
human review of identity events struggles to intervene within these timelines.

This highlights the first tactical problem: help desk access decisions represent one of the highest-leverage points in
the attack chain, yet they are often governed by the weakest controls. A single successful password reset or MFA re-
enrollment can provide the foothold required to compromise an organization’s entire identity ecosystem.

The second tactical problem is the increasing sophistication of techniques used to bypass MFA protections.

Device-code phishing, documented in Microsoft’s February 2025 disclosure of Storm-2372 activity, provides a clear
example. The attacker generates a legitimate device code through the target organization’s identity provider and delivers
it to the victim through a trusted channel such as Microsoft Teams or email. The victim then authenticates through the
provider’s legitimate sign-in page and completes MFA as expected. The resulting access and refresh tokens are delivered
to the attacker’s session. From the victim’s perspective, nothing appears suspicious. They interact with a legitimate portal,
complete a legitimate authentication process, and receive no indication that their session has been compromised.?

The third tactical problem involves machine identities.

Modern enterprises depend on thousands of application-to-application trust relationships powered by API credentials,
OAuth client secrets, service accounts, and access tokens. Unlike human credentials, these machine identities are often
poorly monitored, infrequently rotated, and difficult to inventory. A 2026 study conducted by Stanford University and UC
Davis identified 1,748 verified exposed credentials across 10 million websites. Eighty-four percent of those credentials
appeared within publicly accessible JavaScript files, and the average exposure period exceeded 12 months.!?

As organizations increase their reliance on Saa$S applications, APIs, and automation, machine identities have become an
expanding attack_surface that traditional authentication controls do not adequately address.

[[ﬂddfdweb iddataweb.com



https://www.iddataweb.com

Comprehensive Defense Starts with Identity Threat
Detection and Risk Mitigation

Defending against these attack patterns requires a shift away from point-in-time identity verification and
towards continuous risk assessment across the entire identity lifecycle. Identity threat detection and risk
mitigation is the capability to continuously evaluate identity events using multiple independent signals
rather than relying on a single authentication outcome.

One of the most important changes organizations can make is eliminating knowledge-based
authentication from high-risk workflows. The objective is not merely to verify identity after a request has
been made, but to identify risk before a potential attacker reaches a human decision-maker.

Consider a caller requesting a password reset, MFA change, or account-profile update through an
Interactive Voice Response (IVR) system. Rather than relying on agents to determine whether the caller
is legitimate, organizations should evaluate identity risk before the request reaches an agent.

To support this approach, the ID Dataweb platform ingests and correlates multiple forms of intelligence
simultaneously, including:

 Device attestation data

* Network and IP intelligence

« Geolocation information

« Telecom and carrier intelligence
Behavioral signals

 Credential and breach intelligence

These signals collectively produce a risk assessment that determines the appropriate response.
Depending on the level of risk, the ID Dataweb platform can approve the request, require additional
verification, or block the transaction entirely.
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Three capabilities are particularly important to making these decisions reliable.
1. Multi-Source Risk Intelligence

Attackers can spoof individual attributes. They can purchase breached credentials, manipulate caller
information, or leverage compromised devices.

What is significantly more difficult is creating a consistent identity profile across numerous authoritative
data sources simultaneously.

The ID Dataweb platform correlates identity events against carrier records, SIM-swap intelligence,
government and identity bureau data, breach intelligence feeds, device telemetry, and network
reputation services. Discrepancies across these sources frequently reveal impersonation attempts that
would otherwise appear legitimate when viewed through a single lens.

2. Adaptive Authentication
Traditional MFA treats all users and transactions similarly.
Adaptive authentication adjusts assurance requirements according to observed risk.

Low-risk users can proceed with minimal friction, preserving usability and reducing abandonment.
Elevated-risk transactions trigger progressively stronger verification requirements, increasing assurance
precisely where it is needed most.

This approach improves both security and user experience by focusing friction on high-risk events
rather than applying it universally.

3. Continuous Detection and Behavioral Correlation
Individual identity events often appear benign when viewed in isolation.
The risk becomes apparent when those events are evaluated as part of a sequence.

For example, a phone-number change followed by a password reset, a login from a new device, and
access from an unfamiliar location may each appear routine on their own.

Viewed together, they can indicate account takeover activity in progress.

Continuous monitoring and behavioral baselining allow organizations to detect these patterns and
respond before attackers establish persistence or expand access.

Feedback loops further improve accuracy over time by increasing true-positive detection rates while

reducing false-positive investigation workloads. .
iddataweb.com
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Where These Capabilities
Meet the Attack Surface

The capabilities described above map directly to the attack vectors observed throughout
the incidents discussed in this paper and cover the full identity lifecycle.

Onboarding and account origination

Identity proofing serves as the primary control during account creation.

When a new customer, contractor, partner, or employee account is established, the ID Dataweb policy

engine evaluates identity claims against multiple authoritative identity data sources simultaneously,

including government records, credit bureau data, fraud consortium feeds, as well as risk signals like

credential intelligence, device intelligence, and behavioral indicators.

If one source has been compromised or manipulated, corroborating sources frequently expose
the discrepancy.

Rather than returning a simple pass-or-fail decision, the ID Dataweb platform evaluates aggregate risk

and routes higher-risk transactions to enhanced verification workflows. This allows organizations to
balance fraud prevention with user experience.

Authentication
During authentication, adaptive step-up verification replaces static MFA requirements.

Each login event is evaluated using a combination of device attestation, telecom intelligence,
credential intelligence, network reputation, and behavioral analysis.

Low-risk sessions proceed normally. Elevated-risk sessions trigger stronger authentication
requirements based on the specific risk factors observed.

This approach ensures that authentication strength aligns with transaction risk rather than
applying identical controls to every user and every login attempt.

Credential recovery and account changes

Account recovery workflows represent one of the most frequently exploited attack surfaces in
identity systems.

Instead of relying on knowledge-based authentication, organizations can verify phone ownership
through carrier intelligence, leverage biometric verification, and evaluate multiple independent risk
signals before approving password resets or MFA re-enrollment requests.

The result is a recovery process that maintains assurance levels comparable to, or stronger than,
the primary authentication mechanisms it protects.
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ONBOARDING AUHENTICATION RECOVERY

Conclusion

Each breach discussed in this paper originated from an identity decision made without sufficient
context to establish trust.

Closing this gap does not require organizations to replace existing identity infrastructure. Instead, it
requires extending consistent, risk-based decision-making across every stage of the identity lifecycle,
including onboarding, authentication, credential recovery, and account management.

Because identity security is only as strong as its weakest link, organizations must apply the same
standards across every interaction channel, including web applications, call centers, contractor
environments, and third-party support operations.

The ID Dataweb platform operationalizes a mature, multi-layered identity defense by integrating with
existing IAM, fraud, and SIEM ecosystems while enforcing consistent access policies across all channels.

Attackers have shifted from breaking into systems to logging into them. Organizations must respond
by evaluating every identity event using signals that cannot be easily purchased, guessed, spoofed, or
socially engineered.
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