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Executive Summary

|dentity-based attacks now dominate the threat landscape. Most organizations
have adapted by deploying multi-factor authentication (MFA), often relying

on phone numbers as a primary second factor. This shift has reduced
unsophisticated fraud but spurred motivated attackers to develop MFA bypass
techniques at scale.

Pseudo-porting is an advanced attack technique that silently redirects SMS
messages from landline numbers. This allows attackers to intercept one-time
passcodes (OTPs) at scale without disrupting service or alerting users. The
result is a highly effective method for account takeover (ATO) that bypasses
traditional detection of phone-based MFA.

This paper explains how pseudo-porting works, why it is difficult to detect, and
how organizations can defend against it using identity threat detection and risk
mitigation.
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Introduction: Identity Is the Attack Surface

Eighty percent of attacks observed by CrowdStrike in 2025 began with stolen credentials or hijacked sessions. Seventy-
nine percent involved no malware’. Microsoft reported a 32 percent increase in identity-based attacks in the first half of
2025,

These trends point to a clear shift. Attackers are no longer breaking into systems. They are logging in. of attacks observed by
CrowdStrike in 2025 began with
stolen credentials or hijacked
sessions.

While many organizations recognize that identity is now the primary attack surface, fewer understand how authentication
systems are exploited in practice. This paper addresses that gap by examining pseudo-porting, a method that targets the
trust placed in phone numbers as an authentication factor.

Pseudo-porting allows attackers to redirect SMS messages from landline numbers without transferring ownership of the
number. This enables silent interception of OTPs and large-scale account compromise.

2 What Is Pseudo-Porting?

Pseudo-porting is an attack technique that exploits a structural characteristic of the North American Numbering Plan involved no malware.’
(NANP). Under this system, landline and mobile numbers share the same format and can both support SMS routing.

Attackers take advantage of this by registering SMS routing for landline numbers through hosted messaging providers.
Once enabled, one-time passcodes (OTPs) that would typically be delivered via voice to the legitimate user are instead
redirected and delivered via SMS to the attacker.

Unlike SIM swapping or traditional number porting, pseudo-porting does not disrupt service. Users generally have no
expectation of receiving SMS messages on a landline, so the attack remains largely invisible. The victim’s phone continues
to function normally, making passive detection unlikely.

While landline usage continues to decline—more than 75% of U.S. households are now mobile-only—the population most
likely to retain landlines overlaps significantly with those disproportionately targeted by cyber fraud. More than 40% of
Americans over age 65 still maintain a landline®.

These conditions create an ideal environment for a highly effective ATO tactic, particularly in industries where this
demographic is overrepresented (e.g., healthcare and insurance). The growing availability of generative Al and the rise of Increase in identity-based

fraud-as-a-service tools further enable attackers to execute these attacks with unprecedented scale and speed. attacks in the first half of 2025
reported by Microsoft.

[»)dataweb

iddataweb.com



https://www.iddataweb.com

Step 02:

Identify Target
Accounts

Step 05:
Fabricate
Porting
Authorization

Step 06:
Register SMS
Routing

Step 09:
Intercept
One-Time
Passcodes

Step 01:
Identify Target
Organizations

Step 03: Step 04:
Data Collection Enumerate
& Credential Landline
Validation Numbers

03 The Pseudo-Porting Kill Chain

Attackers identify organizations that rely on—or offer—phone-based
MFA for login authentication. This may include probing the maturity of
the authentication process (e.g., whether non-fixed VolP numbers can be
registered).

01

Attackers identify accounts within those organizations,
prioritizing high-value targets.

Attackers obtain account credentials and associated phone numbers
from breach data and infostealer logs, then validate their accuracy.

Attackers use carrier lookup services to identify accounts
associated with landline numbers.

Attackers generate falsified authorization documents—often using
generative Al—for the targeted landline numbers.
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Step 07: Step 08:

Aggregate Initiate Account
Compromised Takeover
Numbers Attempts

Attackers register SMS routing for these landline numbers through messaging
providers, particularly those with weaker fraud controls or scalable API

access. Fraud controls are often limited to manual review of the falsified
documentation. As a result, SMS messages are redirected to attacker-controlled
infrastructure while voice service remains unaffected.

Attackers consolidate and manage compromised landline numbers

07
within a centralized platform.
Attackers launch account takeover attempts at scale—either manually or
through automation—Dby initiating login requests.
Attackers select SMS as the MFA method. OTPs are intercepted
via their centralized platform and used in real time.
10 Attackers successfully complete authentication flows and

gain unauthorized access to accounts.

The risk emerges from the combination of these steps. Individually, each action
appears legitimate. Together, they create an invisible interception channel.

Step 10:
Complete
Account
Takeover
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The Context and Conditions for Pseudo-Porting

Pseudo-porting is enabled by a set of underlying conditions across telecom infrastructure, regulation, and market
incentives:

Legacy technologies and low awareness: Landlines are increasingly out of mind as their use declines. The fact that
landlines can support SMS under the NANP is not widely understood, and the NANP itself—despite its relevance beyond
North America to parts of the Western Hemisphere—is largely unfamiliar outside the telecommunications industry.

Unintended consequences of regulated number portability: Phone number portability was designed to be fast and
consumer-friendly to promote competition under the Telecommunications Act of 1996. However, it predates the
widespread use of phone numbers as authoritative identity attributes, creating gaps that can be exploited.

Economic disincentives for telecom carriers: Porting requests are typically a cost center for telecom carriers, reducing
incentives to implement stricter controls and oversight.

Economic incentives for messaging platforms: SMS enablement and routing represent revenue-generating activities for
messaging providers, which can discourage the adoption of more rigorous verification controls.

Unregulated reliance on phone-based identity: Phone numbers have become one of the most widely used authoritative
identity attributes, yet they are not regulated as such (unlike Social Security numbers or other sensitive Pll). Telecom
carriers are often treated as trusted identity sources—Ilike credit bureaus—without being subject to equivalent regulatory
standards.

The Root Cause: Trust in the Phone Number

Most authentication systems treat phone numbers as trusted identity attributes. Once a number is enrolled, it is rarely re-
evaluated, creating a critical gap: systems verify possession of the phone but not the integrity of the phone number itself.
Pseudo-porting exploits this gap by altering message routing without changing the number’s identity.

In addition, principles such as Zero Trust are often not extended to third-party sources of authority, introducing hidden
systemic risk. Trusting a phone number or Social Security number (SSN) as an identity attribute implicitly extends
trust from a controlled authentication system to external, less-controlled systems—such as telecom providers or credit
bureaus.
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Best Practices for Detection

Attribute risk signaling for phone numbers typically focuses on discrete events, such as SIM swaps or
recent porting activity. Pseudo-porting, however, does not reliably trigger these signals.

Attribute intelligence takes a different approach by evaluating the inherent characteristics of the phone
number itself, including:

* Line type (mobile, landline, VoIP)
 Line provider (traditional carrier vs. hosted messaging provider)
» Consistency between line type and delivery preference (e.g., a landline requesting SMS)

Attribute risk and attribute intelligence also differ in disposition. There is nothing inherently risky about
landlines. Instead, by analyzing attribute intelligence signals, organizations can identify patterns that
indicate elevated risks such as those associated with pseudo-porting and other attacks targeting phone-
based authentication.

Best Practices for Mitigation

To minimize your organization’s risk exposure to pseudo-porting, you should consider the following
mitigation actions:

Perform real-time phone risk and intelligence checks at the point of authentication.

Assess line type and restrict landlines from requesting SMS-based MFA.

Evaluate line providers, including identification of those frequently associated with abuse.

Block or dynamically step up authentication when risk patterns are detected.

Standardize this policy and enforcement approach across all channels.

Extend Zero Trust principles to external authorities and third-party systems.
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The Solution: Identity Threat Detection and Risk Mitigation

According to Omdia“ a market-leading data, research, and consulting business helping digital service providers,
technology companies, and enterprise decision makers thrive in the connected digital economy, effectively countering
the threat posed by fraudulent identities requires a holistic approach that can be orchestrated across different enterprise
workflows, including customers, third parties, and the workforce, and that can adapt to evolving identity attack patterns.

In this context, the most mature approach to identity security is delivered by modern identity threat detection and risk
mitigation solutions that combine a variety of adaptive identity verification methods, behavioral analytics, device and
credential intelligence, and risk scoring. Together, these capabilities proactively detect and prevent identity-driven fraud
.7 while reducing overall risk exposure. This holds especially true when it comes to providing a field-proven approach to
c—_— _ __ safeguard against pseudo-porting.

Liveness Check

Identity threat detection and risk mitigation delivers the following capabilities that help identify
and mitigate pseudo-porting:

e Real-Time Attribute Checks
Evaluate phone number integrity before sending an OTP.

 Dynamic Authentication
Adjust authentication methods based on risk signals and attribute intelligence.
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* Cross-Channel Consistency
Apply the same identity verification standards across Web, mobile, and call center channels.

* Policy Automation
Implement rules that can be updated quickly as attack patterns evolve.
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Conclusion: From Authentication to Verification

Allow
Pseudo-porting highlights a fundamental weakness in modern identity systems.
Authentication alone is no longer sufficient.

Organizations must move toward continuous verification of identity attributes. This
includes validating not only who the user is, but also whether the factors used for
authentication can be trusted.

By adopting identity threat detection and risk mitigation and incorporating attribute High Confidence
intelligence into authentication workflows, organizations can close the gap that
pseudo-porting exploits. .
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|ID Dataweb™ helps enterprises stay ahead of
identity fraud and account-related threats with real-
time detection and mitigation while maintaining

a seamless experience for their workforce, third
parties, and customers.

The ID Dataweb SaaS platform combines adaptive
identity verification methods, behavioral analytics,
device and credential intelligence, and risk scoring.
Backed by Al and expert insights, these capabilities
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